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THE REQUEST FOR REVIEW

This matter involves a complaint from an employee of one of the Health Authorities in

the Northwest Territories who feels that his personal health information was improperly

used and/or disclosed to his employer.  It is his contention that a letter containing a

doctor’s prognosis of his condition was released, without his consent, to “several

member groups representing the employer.”

According to the Complainant, he received a letter from his direct supervisor asking for

a letter of prognosis from his physician.  He met with his physician and requested that

the letter be prepared.  He signed a form entitled “Employee Request for Medical

Prognosis” and gave that, along with a copy of the letter from the Complainant’s

supervisor (addressed to the Complainant) in which the employer was asking the

Complainant to obtain the information outlined in the prognosis form.  This letter

addressed to the Complainant apparently indicated that it had been copied to a number

of people within the Human Resources department of the employer.

Several days later, the physician, also an employee of the health authority, gave the

Complainant a copy of the Employee Request for Medical Prognosis form, which had

by then been completed with the Complainant’s personal health information, as well as

a copy of a letter addressed to the supervisor dated one day earlier.  The letter

indicated that copies had also been sent to the Complainant’s Human Resources file,

the CEO, the Human Resources Client Services Manager and the Duty to

Accommodate Advisor.  These recipients had all been listed on the original letter from

the employer to the Complainant as having received copies of the letter requesting that

the Complainant obtain the doctor’s report.  



The Complainant provided me with a copy of the form he had given to his physician.  It

is entitled “GNWT Employee Request for Medical Prognosis”    At the top of that form is

the following:

This report is provided at the request of the Patient/GNWT Employee:

After that is the name, position and community of the Complainant, followed by the

following statement:

Request and Consent to release prognosis information:

I hereby authorize the Health Practitioner to release the information to myself

and/or the Government of the Northwest Territories.

Under this is the Complainant’s signature and the date of his signature.  It was his

contention that his consent was only directed at the physician giving him a letter which

he would then deliver to the employer.  He insists that he never authorized the

physician to disclose the information directly to his employer.

The Complainant is concerned on two levels.  First, he feels that the physician should

not have communicated directly with the employer.  Rather, it is his position that he

asked the physician to prepare a letter so that he, himself, could provide it to the

employer.  Furthermore, and perhaps more concerning, he was very upset when it

appeared that this letter had been copied widely, notwithstanding the fact that no

consent had been provided to the disclosure of the information contained in the letter to

any person, let alone the five or six people who apparently received copies.

THE DEPARTMENT’S RESPONSE

In responding to my request for an explanation, the public body in this case took the

position that the Complainant had, in fact, consented to the disclosure of his personal

information to “the Government of the Northwest Territories” and that this was sufficient



to allow the disclosure of the letter by the physician to the employer and to the other

people who were copied.

The Health Authority provide me, as well, with some information about the policies and

procedures in place with respect to obtaining information from employees for the

purposes of providing workplace accommodations.  They pointed me to several parts of 

the Human Resources Manual on sick leave, attendance management and the oath of

office and secrecy.   They did advise, however, that they do not have any policies or

procedures which specifically address the issue of copying correspondence containing

personal health information in these circumstances.

They indicate that the physician “delivered the prognosis to individuals responsible for

administering the relevant provisions of the Human Resources Manual”.  Furthermore, it

is their position that, as members of the public service, all of the recipients of the letter

are bound to observe the Human Resources Oath of Office and Secrecy, as well as the

Access to Information and Protection of Privacy Act in fulfilling their employment

responsibilities.

THE COMPLAINANT’S RESPONSE

The Complainant says that his employer required that he provide a prognosis from a

doctor.   He says that he thought that the consent he signed was so that the doctor

would provide him with a letter to give to his employer.  He did not expect that it would

be sent directly to the employer.  Nor did he have any indication that the letter would be

widely disseminated to a number of people within the public body.  He says the letter

from his employer requesting the information necessary to address his situation had

been addressed to him only and only shared with the physician to assist him in

providing full information for the employer and that the physician should not have used

it for anything but a reference point.   He says, as well, that the form on which he had

provided his consent was sent along with a letter that contained additional information

which he did not consent in any way to the disclosure of.    The consent he signed,

such as it was, was for the narrow set of questions/medical health information outlined

in the form.   



DISCUSSION

Section 48 of the Access to Information and Protection of Privacy Act sets out the

circumstances and the purposes for which a public body may disclose the personal

information of an individual:

48. A public body may disclose personal information

(a) for the purpose for which the information was collected or
compiled or for a use consistent with that purpose;

(b) where the individual the information relates to has identified
the information and consented, in the prescribed manner, to
its disclosure;

(c) for the purpose of enforcing a legal right that the
Government of the Northwest Territories or a public body
has against any person;

(d) for the purpose of 
(i) collecting a fine or debt owed by an individual to the

Government of the Northwest Territories or a public
body, or

(ii) making a payment owed to an individual by the
Government of the Northwest Territories or a public
body;

(e) to a public body or a law enforcement agency for law
enforcement purposes;

(f) where disclosure is by the Minister of Justice or an agent or
lawyer of the Minister of Justice to persons responsible for a
place of lawful detention;

(g) for the purpose of hiring, managing or administering
personnel of the Government of the Northwest Territories or
a public body;

(h) to the Maintenance Enforcement Administrator for the
purpose of enforcing a maintenance order under the
Maintenance Orders Enforcement Act;



(i) to the Information and Privacy Commissioner, where the
information is necessary for the performance of the duties of
that officer;

(j) to the Auditor General of Canada or to any other prescribed
person for audit purposes;

(k) to an officer or employee of the public body or to a member
of the Executive Council, where the information is necessary
for the performance of the duties of the officer or employee
or the member of the Executive Council;

(l) for use in the provision of legal services to the Government
of the Northwest Territories or a public body;

(m) to the Northwest Territories Archives for archival purposes;

(n) for the purpose of complying with a subpoena or warrant
issued or an order made by a court, person or body that has
the authority to compel the production of information or with
a rule of court that relates to the production of information;

(o) for the purpose of supervising an individual under the control
or supervision of a correctional authority;

(p) for the purpose of complying with a law of the Northwest
Territories or Canada or with a treaty, written agreement or
arrangement made under a law of the Northwest Territories
or Canada;

(q) when necessary to protect the mental or physical health or
safety of any individual;

( r) so that the next of kin of an injured, ill or deceased individual
may be contacted;

(s) for any purpose when, in the opinion of the head,
(i) the public interest in disclosure clearly outweighs any

invasion of privacy that could result from the
disclosure, or

(ii) disclosure would clearly benefit the individual to
whom the information relates;

(t) where the information is otherwise available to the public;

(u) for any purpose in accordance with any Act that authorizes
or requires the disclosure; or



(v) to a member of the Legislative Assembly who has been
requested by the individual to whom the information relates
to assist in resolving a problem.

If the disclosure does not fit within one of these provisions, it cannot be disclosed by the

public body.  In this case, the public body claims that the applicable section is section

48(1)(b) - they say they had the Complainant’s consent to the disclosure and that they

were simply complying with the consent and direction given by the Complainant himself.

While I understand the public body’s argument on this, I am not convinced that the

consent provided by the Complainant was wide enough to cover the scope of disclosure

which transpired in this case.  

When it comes to the disclosure of medical health information in particular, it is not

enough merely to have someone sign a piece of paper assuming that they’ve read it

and know what it is that they are signing or consenting to.  It seems to me that medical

health practitioners understand the concept of “informed consent” better than most.   If

they are obtaining the consent to the disclosure of personal health information to a third

party, particularly one that is not part of the team providing medical care to the patient,

there is some level of obligation on the practitioner to make sure that the patient

understands the scope of the consent being given and to whom the information will be

provided.  In this case, the consent provided by the Complainant is equivocal.  It

provides a consent to the release of “prognosis information” to “myself and/or the

Government of the Northwest Territories”.    The consent is part of a larger form that

has certain information that the employer needs more information about - a “fill in the

blanks” type of form asking specific questions inviting specific answers.  

It seems to me that the “and/or” in the consent makes it unclear.  Unless one of the two

of those words are highlighted in some way, either by circling or underlining or the use

of a coloured highlighter, there is some question as to what is being consented to. 

While it is clear that the information is eventually going to reach the employer, the

method of that communication is not clear.   While I am satisfied, in this case, that the

Complainant was likely aware that the completed form would be provided to the

employer directly by the physician, I can also envision situations in which I would reach



a different conclusion.  The wording of this consent must be revised to make it clear

who the information is to be provided to.   Even then, there should be a conversation

between the physician and the patient to confirm that this is the intention.  Such a

conversation does not need to be elaborate, simply a confirmation that the form will be

completed by the physician and sent to the employer.  

The next issue is whether the consent given was sufficient to allow the physician to add

additional prognosis information in the form of a letter to the employer.   I think the

reasonable person would assume that the consent given was for the physician to

complete the information requested in the form, nothing more.  While the consent is

said to be a “Request and Consent to release prognosis information” , that consent is

part of the form that addresses the prognosis.    The additional information contained in

the separate letter which the physician prepared and sent to the employer falls outside

the consent given.  If the physician feels that there is additional relevant information that

is required to fully inform the employer about the patient’s prognosis and need for

accommodations, that needs to be discussed with the patient and the patient needs to

consent to the additional disclosure.   The other alternative is for the consent included

in this form to be redrafted so as to make it clear that the consent is to cover not only

the information contained in the form, but other information related to the patient’s

prognosis that might be relevant to the employer.

This leads to the question of whether or not the consent was sufficient to allow the

physician in this case to send a copy of the completed form (and the letter which

accompanied the form containing additional information) not only to the Complainant’s

supervisor, but also to various other individuals within the organization.   Again, when it

comes to the disclosure of personal information and, in particular, personal  health

information, less is the rule.  There was no request made by the Complainant for the

physician to send the letter to all of the various people who had received copies of the

letter.  In fact, the letter which contained the names of those individuals was never

meant to be on the Complainant’s patient file.  He simply provided the letter to the

physician to explain, in more detail, what the employer wanted and why, and for some

reason the letter remained on the patient file.    This did not in any way give the



physician carte blanch to send personal health information to all of the recipients of the

original letter.  There should be a strict policy in place which limits the distribution of

personal health information to the fewest possible number of people, particularly where

that disclosure is to a third party.   The public body relies on the consent to disclose the

information to the “Government of the Northwest Territories” as providing the physician

with the needed authority to send the information to the various players within the public

body listed in the letter to the Applicant as having received copies of the original letter.  I

disagree.  Less disclosure is always the rule for the disclosure of personal health

information.  The consent used in this case is definitely deficient.  It needs to be far

more specific.  To suggest that this consent was sufficient to cover the wide disclosure

made in this case would be akin to suggesting that the consent signed by the Applicant

gave the physician authorization to disclose the information to any person who works

within the Government of the Northwest Territories and this, clearly, was not the

intention.  The consent was limited by implication and, where in doubt, should be

narrowly interpreted.  In my opinion, the physician in this case went well beyond the

limits of the consent by distributing the personal health information of the Complainant

as widely as he did.  The consent should have been directed only to the Complainant’s

supervisor.  The supervisor would then have to decide where the correspondence

should be directed within the department. Section 48(g) authorizes the use and

disclosure of personal information for the purpose of “hiring, managing or administering

personnel of the Government of the Northwest Territories or a public body”.  It is

therefore likely that in this case, each of the copied recipients would, eventually, be

handling a copy of the information provided by the physician.  But that distribution was

not authorized by the consent provided to the physician.   Only the employer is

authorized under the Act to distribute the correspondence to the individuals it needed to

get to.   This is NOT just semantics or a technicality.  This is about the law which

restricts public bodies and employees of public bodies from using or disclosing the

personal information of individuals except in accordance with the Act.  This is about

being nonchalant or simply sloppy about the privacy protections legislatively protected

under the Act.  It is about patients being confident that their personal health information,

potentially some of the most sensitive of personal information, will be properly protected



and that physicians and others working within the health sector will not disclose that

information, particularly to third parties, without their specific direction and consent.  

CONCLUSIONS AND RECOMMENDATIONS

As I have said time and time again, once privacy is breached, there is no way to undo

the breach.  It happened and it can’t be taken back.   However, it is possible to look at

the way in which the breach happened and take steps to limit the repetition of such

breaches in the future.  To that end, I recommend:

1. that the “consent” part of the “GNWT Employee Request for Medical Prognosis”

be revised so as to:

a) require the person consenting to identify specifically who the information

is to be disclosed to;

b) remove the “and/or” from the consent form;

b) specify that the consent relates only to the information outlined in the

attached form, unless there is a specific authorization from the patient to

the physician to add any additional information that might be necessary;

2. that all health care workers, particularly physicians, be given more training or at

least more information about when and in what circumstances they can disclose

personal health information (or any other personal information) to third parties;

3. that policies and procedures be developed (or reviewed and improved) with

respect to what is required of health care workers when obtaining consent to the

disclosure of personal health information, so that the both the process and the

message is consistent.  

Elaine Keenan Bengts
Information and Privacy Commissioner 


