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THE REQUEST FOR REVIEW

This request deals with a concern raised about the collection of personal information by the

Department of Education, Culture and Employment (ECE) from students who have

received Student Financial Assistance (SFA) and who are seeking credit for time spent

working back in the Northwest Territories following the completion of their education.  

By way of background, the Government of the Northwest Territories has a program

whereby students from the Northwest Territories who attend post secondary schooling can

receive a “remissable loan” to assist them in their studies. The unique aspect of this

program is that the student borrowers may apply to have their loans forgiven if they return

to the Northwest Territories after the completion of their post secondary studies. The longer

a student remains in the Northwest Territories, the more of the loan is forgiven. In order for

the SFA program to be accountable, borrowers who are seeking forgiveness of their loans

are asked to provide three documents on a semi-annual basis to demonstrate that they are

residents of the Northwest Territories. Students are advised that they require three different

pieces of evidence from three different months during each six month period. Students

have eight (8) options of acceptable documentation for proof of residency:

a) a formal rental agreement, lease agreement or mortgage for a home in the

Northwest Territories;

b) a property tax assessment for a home in the Northwest Territories;

c) utility bills in the student’s name (electricity, cable, heat, power, telephone);

d) bank statements (including credit card statements);

e) confirmation from Canada Revenue Agency that the student filed an NWT

Tax Return

f) a signed letter on letterhead from an employer verifying the start and end

dates of employment or pay stubs;



g) employment insurance statements; or

h) Income Assistance financial case reports.

Items that will not be accepted as proof of residency include:

a) an NWT drivers’ licence

b) a Treaty card;

c) a Birth Certificate;

d) a General Identification card;

e) a Social Insurance Number;

f) an Income Tax Notice of Assessment;

g) an NWT Health Care card

The complaint arose when a student applied for remission but found it impossible to meet

the requirements of ECE. Because he was sharing accommodations and the lease was not

in his name, he had no lease agreement, mortgage, property tax notices or utility bills. Nor

did he receive either employment insurance or social assistance. Furthermore, SFA would

not accept proof that he kept a bank account in the Northwest Territories as his bank

account was shared with another individual. This left only credit card statements and pay

stubs from his employer as possible means of proving his residency. This, however, was

not sufficient for the purposes of SFA’s policies which required one piece of proof dated in

three different months of the six month period, and that none of the documents could be

duplicated in any application period. In other words, it would not be sufficient for the student

to provide three months worth of pay stubs. In the end, and under protest, he tried to

provide a receipt from his landlord, a pay stub and a bank statement. The receipt from the

landlord was deemed unacceptable as was the bank statement (because it was a joint

account). Nor was his cell phone bill acceptable as this, too was addressed to two people. 

They told him, however, that they would accept a credit card bill which showed only the

student’s name because, they said, the details would show purchases being made in the

Northwest Territories, thereby, in theory, confirming residence. His assessment letter from

Revenue Canada was not accepted because ‘he could just be having it sent to an address

in’ the Northwest Territories.’ The Complainant could not understand why three consecutive

pay slips from an NWT employer would not be sufficient to prove residency for the



purposes of this program. He further questioned the credit card statement as being an

appropriate test of residency and was concerned about the amount of very sensitive

financial information being gathered by the Department, and how that information was

being recorded and stored.

THE PUBLIC BODY’S POSITION

In responding to the complaint, the public body pointed out that while there is no specific

provision in the Student Financial Assistance Act which mentions the collection of personal

information to prove residency, the Access to Information and Protection of Privacy Act, at

Section 40(c)(i) authorizes the collection of personal information “that relates directly to and

is necessary for” an existing program or activity of the public body.

They say that the collection of proof of residency documentation is considered necessary

for the operation of the loan remission program. These residency requirements were

introduced in February, 2012 because the working group developing the new requirements

felt the existing requirements were “inadequate due to the lack of corroboration or proof”.  

They said:

When revising the policy, the SFA Policy Working Group considered the

balance between reasonable requirements to prove residency and potential

risks to privacy. The Working Group included internal accounting and

legislation expertise, and noted that same document types like pay stubs may

be unreliable as proof of residency in the NWT, as employees may work on

rotation and live outside the NWT or they may be seasonal workers. Lease

agreements or property tax assessments do not cover the possibility of

sublets. The conclusion was that a combination of 3 types of documents from

the list of 8 types would provide sufficient proof.

ECE, in their submissions, go on to say:

The group also considered the likelihood that returning students may have

difficulty providing certain types of documents, particularly in cases where



they are living with family or in other informal living arrangements (such as

roommates), and would not have utility bills, lease/rental agreements, or

property tax assessments in their own names. This may be common in NWT

communities where housing options are limited and costly. In those cases,

the returning students would benefit from having a number of acceptable

options.

And further:

Clients that choose the option of submitting banking/credit card statements

are encouraged by SFA staff to black out details such as account numbers,

or dollar amounts, since that information is not relevant to proving residency; 

this reduces the risk to personal privacy. If clients submit the documents

without removing those details, staff remove that information before filing the

documents.

On the issue of security of this information, the public body provided the following:

Although only some of the remission clients submit banking or credit card

information, all types of proof of residency contain personal information that

must be kept secure. At the time of receipt, the documents are reviewed and

used to confirm status for the period in question which is entered into the

electronic system, but none of the personal information from the documents

is entered into the system. The documents are not scanned but treated as

back-up documents which are retained in a rolling filing cabinet in a secure

area, where access is limited to program staff and staff lock the cabinet at the

close of each day.

Finally, on the issue of alternative options, the pubic body indicates the following:

The policy regarding requirements for proof of residency is under review by

the SFA Policy Working Group, including options that would allow students

more flexibility when deciding which documents to submit, the use of



statutory declarations, and the removal of banking/credit card statements

from the list of acceptable options.

Finally, they point out that the loan remission program for NWT students is intended to

provide an added incentive for students to return to the NWT and is a bonus that is not

available in most other jurisdictions.

THE COMPLAINANT’S RESPONSE

In response to the Department’s comments, the Complainant provided some further

comments. Firstly he points out that while the manual provided to or available to students

on-line does ask for a minimum of three documents, the policy manual does not indicate

that the three documents must be from three different sources and from three different

months. He points out that the way in which the program is being administered currently

means that a student returning from school who is living with family or does not have a

lease agreement has no real option but to provide bank and credit card records,

notwithstanding the fact that they can produce pay stubs for all months or a one year

written contract for employment. If the student has been unable to obtain employment after

returning, the problem becomes even greater.

The Complainant could not understand why the Department would accept confirmation from

the Canada Revenue Agency that the individual had filed an NWT tax return was sufficient

but a Notice of Assessment from the same agency was not.

The Complainant also questioned the statement from ECE that their staff encourage

individuals to black out account numbers and dollar amounts on credit card statements and

indicates that this was not his experience. He says that there is, at best, a lack of

consistency in applying this ‘policy’. He also points out that he could find nothing in the

policy/procedures manual that suggests this or which tells staff to do this.

The Complainant points out that a credit card statement can potentially reveal a lot more

about an individual than that he/she spends money in the NWT, even with the amounts

being blacked out. It can, for example, also show that the person makes regular payments



to the Maintenance Enforcement Office, or that he/she subscribes to certain web sites or

magazines, or that he/she spends inordinate amounts of money at the liquor store or at

bars, or that he/she has a gambling problem.  

ECE’S RESPONSE

ECE was given the opportunity to respond to the Complainant’s comments. Most of what

was included in their response was reiterated from it’s previous correspondence. However,

it seems from their response that since this review began, the department has changed it’s

policy with respect to the use of NWT Income Tax returns as proof of residency and has

decided that these will no longer be accepted. This reduces the number of acceptable

documents to seven.

With respect to the concern raised by the Complainant that bank statements and credit card

statements may show the nature of purchases made, as well as the amounts, they say that

“these details are not used by ECE or recorded on ECE systems”.  

DISCUSSION

In preparing this report, I thought it might be a good idea to review the ten principals of

good privacy practices, which all ATIPP legislation, including our own, is based upon. 

These principles are usually referred to as the “fair information principles”, and are

articulated in the Canadian Standards Association Model Code for the Protection of

Personal Information. These principals are:

Accountability: Each government department must put someone in charge of

making sure privacy policies and practices are followed.

Identifying purposes: Canadians must be told why their personal information

is being collected at or before the time of collection.

Consent: Canadians must give their consent to the collection, use and

disclosure of their personal information.



Limiting collection: Only information that is required should be collected.

Limiting use, disclosure and retention: Personal information can only be used

or disclosed for the purpose for which it was collected. Further consent is

required for any other purposes. Personal information should only be kept as

long as necessary.

Accuracy: Government departments must make every effort to reduce the

risk that incorrect personal information is used or disclosed.

Safeguards: Government departments must protect personal information

from loss or theft. They must create safeguards to prevent unauthorized

access, disclosure, copying, use or modification.

Openness: Government departments must make their privacy policies readily

available to Canadians.

Individual access: Canadians have the right to ask to see any of their

personal information held by government. They have the right to know who

the information has been given to. They can challenge the accuracy of

personal information and ask for corrections.

Challenging compliance: Canadians must be able to challenge a government

department’s privacy practices.

Perhaps the most important one of these principles in this case is “limiting collection”.    

ECE relies on Section 40 of the Access to Information and Protection of Privacy Act as it’s

authorization to collect the information in question. That section provides that:

40. No personal information may be collected by or for a public body

unless

(a) the collection of the information is expressly authorized by an

enactment;



(b) the information is collected for the purposes of law

enforcement; or

(c) the information relates directly to and is necessary for

(i) an existing program or activity of the public body, or

(ii) a proposed program or activity where collection of the

information has been authorized by the head with the

approval of the Executive 

ECE admits that there is nothing in the relevant legislation which expressly authorizes the

collection of any of the documentation in question. They rely, instead, on Section 40(c)(i),

arguing that the information relates directly to and is necessary for an existing program. 

While I can absolutely appreciate the need for oversight to ensure that the remissable loan

program is not abused, I am not entirely satisfied that all of the information currently being

requested and retained is “necessary” for the purposes of administering the program. There

are far less intrusive ways to obtain the confirmation of residency that is required for the

purpose of preventing the system from being abused.  

Each of the pieces of documentation which ECE has decided are acceptable forms of proof

of residency have differing levels of personal information on them, most of which has

nothing whatsoever to do with proving residency. For example, a pay stub might show that

a person works for the Government of the Northwest Territories and, therefore, presumably,

lives in the Northwest Territories. It would, however, also have the hourly rate of pay, the

year to date income information, whether or not the individual is a permanent or casual

employee, among other pieces of information that are in no way evidence of residency.

Credit card and bank statements can reveal a lot of information about a person’s lifestyle,

interests and habits, including how they spend their money, and might, as noted above,

reveal all kinds of things that an individual might prefer to keep confidential. This does not

even address the fact that even a credit card statement showing purchases in the

Northwest Territories is not in any way conclusive evidence of residence in the Northwest

Territories (though the fact that the statement is addressed to the individual at an address in

the Northwest Territories might be). Other documents which have been deemed acceptable

will reveal that the individual is unemployed or on social assistance, which may well be

embarrassing to the individual involved. The point is that none of this information has

anything to do with whether or not a person is resident in the Northwest Territories. This



extraneous information is not “necessary” for the purpose of the program. It is, therefore,

not being collected in accordance with law.   

The only information which the public body should be collecting is that information which

can help to confirm that the individual is resident in the Northwest Territories during the

relevant period of time. Furthermore, the least amount of information necessary to satisfy

the need (i.e. to prove residency) should be required. If, for instance, a returning student

obtains employment with the Government of the Northwest Territories and can produce a

pay stub for each of three months from that employer (with everything but the employee’s

name and address and the pay period blacked out) this should be sufficient for the

purposes of showing that the individual has, at the very least, a very strong connection to

the Northwest Territories. For that matter, a letter from the employer indicating that the

individual was employed and working in a Northwest Territories community from date X to

date Y, would constitute evidence that the individual was resident in that community for the

time period outlined in the letter. There should, in such cases, be no need to require the

individual to provide additional forms of confirmation of residency.  

In some cases, as, for example, where an employer is known to have a rotational camp

work schedule for many of its employees, it may be legitimate to request additional

documentation to show that the individual has other connections with the Northwest

Territories which would suggest that they “reside” here when they are not at the work site. 

In all cases, however, ECE should be collecting the least amount of information necessary

to satisfy themselves that this person remains resident in the Northwest Territories.

In all cases, ECE should require all unnecessary information on the required documents to

be masked in some way - either by the student themselves or by ECE staff before the

document is filed away for audit purposes. There really is no need for ECE to be retaining

any extraneous information.   

CONCLUSIONS AND RECOMMENDATIONS

I conclude that ECE has been collecting more information than is necessary for the purpose

of proving the residency of returning students seeking remission from the repayment of



their SFA. I therefore recommend that ECE review and revise their current policies in

respect of this issue to ensure:

a) that only information relevant to the proof of residence in the Northwest
Territories is collected;

b) that the least amount of information necessary to satisfy the ordinary person
that the individual is resident in the Northwest Territories is collected.  In this
regard, I would recommend that where one piece of evidence is sufficient to
prove residency during the relevant time period on a balance of probabilities,
that no further documents be required;

c) to the extent that the documents collected contain extraneous information,
that returning students be directed to mask everything except for that
information necessary to confirm residency before they are submitted; 

d) that ECE employees receiving these records immediately review them to
confirm that all non-relevant information has been masked and to do further
masking as necessary to remove information not relevant to proof of
residency;

Elaine Keenan Bengts
Information and Privacy Commissioner 


