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BACKGROUND

On August 29th , 2006, my office received a privacy complaint from an individual who felt

that his privacy rights had been infringed. He was an employee of a public body and had

been required to take time off for health reasons because of an injury sustained.  During his

time off, he made an application for disability benefits through the government's insurer. For

this purpose, he completed an application form which included information about the kinds

of activities he had engaged in before the injury and how the injury had affected those

activities. When it came time to return to work, he received a letter from his direct

supervisor outlining the terms of his return to work.  That letter contained the following

paragraph:

A review of your application for Disability Benefits reveals that you have

stated that you are involved in a number of activities outside of work that

could worsen your medical condition. These include such activities as [here

was included a specific list of physical activities]. Given the specific physical

precautions identified by [Dr. A.] (i.e. light duties only with reduced daily hours

of work) the Employer requests that, as your obligation to fully participate in

the Duty to Accommodate process, you participate in your recovery by

ceasing these activities.

The specific list of physical activities listed was identical to the list of physical activities

which the Complainant had listed in his application for Disability Benefits as activities that he

had participated in before the accident which resulted in his having to take time off work.

There was also a suggestion in the letter that the Complainant was engaged in employment

outside of the public service, contrary to government policy and it contained the following

sentence:



It is important, then, that your primary Employer, and the community at large,

not be given reason to believe that you are performing physically demanding

tasks in your extra-curricular activities or for a second employer, organization

or individual.

This letter was copied to a number of people within the government, including a manager in

the Department of Human Resources, an Assistant Director with the department which

employed the Complainant, a Director with the Department of Human Resources, a Labour

Relations Advisor with the Department of Human Resources, a Health and Wellness

Advisor with the Department of Human Resources, a Director with Client Services within the

Department of Human Resources and the doctor with the local Health and Social Services

Authority who had treated the Complainant and upon whom the department was relying for

advice with respect to the Complaint's return to work.

The specific complaint I was asked to review was the fact that the Complainant's supervisor

had apparently had access to the Complainant's personnel file and had been able to review

his application for disability benefits, which had nothing to do with his employment or his

return to employment. The personnel files of all government employees are maintained by

the Department of Human Resources. The employer was another department within the

government.

I requested an explanation from both the Department of Human Resources and the

department the Complainant worked with. The Complainant was also provided with the

opportunity to respond to the submissions received.

THE PUBLIC BODY'S POSITION

The Department of Human Resources says that, although it may appear so from the

contents of the letter which was sent to the Complainant, the Complainant's supervisor was

never given direct access to his personnel file. They say that the staff in the Department of

Human Resources wrote the original draft of the April 20th 2006 letter which was signed by

the Complainant's supervisor. They say that section 203 of the Human Resources Manual

applies. The only provision in that section which allows a supervisor access to a personnel



file is as follows:

a supervisor may view disciplinary or performance-related documents on the

personnel file of any employee who reports to the supervisor 

The section goes on to state that:

Client Services staff must ensure:

the information will be used for the purpose for which it was provided; or 

the information will not otherwise be used to make administrative decisions,

which relate directly to the employee without the employee's knowledge

and/or consent

The public body acknowledges that "it was inconsistent with departmental policies and

procedures that extracurricular activity information on [the Complainant's] disability

application was disclosed to [the supervisor] without [the supervisor] justifying the need and

without [the Complainant's] consent". They go on, however, to attempt to justify the

disclosure by suggesting that the extracurricular activities required the consent of the

Deputy Minister (in theory because the Complainant was working outside of the

government, although no evidence was presented to suggest that this was the case) and

because "extracurricular activities" are not specifically listed under the definition of "personal

information".  It appears that the argument is that the disclosure of an individual's

extracurricular activities would not be considered to be an unreasonable invasion of a

person's privacy.

With respect to the distribution of the letter, the Department of Human Resources says that

it is "standard procedure" for various individuals within the Department of Human Resources

to receive a copy of documentation with respect to Modified Work Plans.  They say it is also

standard for a senior manager in an employee's department to receive copies of such

correspondence. They admit that it is not standard procedure to send such correspondence

to an employee's physician, although "it may be done in the spirit of consultation and

cooperation in developing a Modified Work Plan". Further, they say that the information



disclosed in the letter was drawn from the Complainant's claim for disability insurance which

was completed by the Complainant's physician, so nothing was "disclosed".

The Department for which the Complainant worked also states that the letter containing the

Complainant's personal information was prepared by the Department of Human Resources

to address the Complainant's return to work program and that the letter was merely

reviewed and signed by his supervisor. They say that at no time did the Complainant's

supervisor have access to either medical information or any application for disability

benefits on the Complainant's personnel file.

THE RELEVANT SECTIONS OF THE ACT

The Access to Information and Protection of Privacy Act outlines specifically how an 

individual's personal information can be collected, used and disclosed. In particular, the

relevant parts of section 43, 47, 47.1 and 48 are as follows:

43. A public body may use personal information only

(a) for the purpose for which the information was collected or compiled, or for a use consistent with that purpose;

(b) if the individual the information is about has identified the

information and consented, in the prescribed manner, to the use; or

(c) for a purpose for which the information may be disclosed to that

public body under Division C of this Part.

47. A public body may disclose personal information only

(a) in accordance with Part 1; or

(b) in accordance with this Division.

47.1. An employee shall not, without authorization, disclose any personal 

information received by the employee in the performance of services for a

public body.

48. A public body may disclose personal information



(a) for the purpose for which the information was collected or compiled

or for a use consistent with that purpose;

(b) where the individual the information relates to has identified the

information and consented, in the prescribed manner, to its disclosure;

(g) for the purpose of hiring, managing or administering personnel of

the Government of the Northwest Territories or a public body;

For the purposes of the Act, personal information is defined in section 2 as follows:

"personal information" means information about an identifiable individual,

including

(a) the individual's name, home or business address or home or

business telephone number,

(b) the individual's race, colour, national or ethnic origin or religious or

political beliefs or associations,

(c) the individual's age, sex, sexual orientation, marital status or family

status,

(d) an identifying number, symbol or other particular assigned to the

individual,

(e) the individual's fingerprints, blood type or inheritable

characteristics,

(f) information about the individual's health and health care history,

including information about a physical or mental disability,

(g) information about the individual's educational, financial, criminal or



employment history,

(h) anyone else's opinions about the individual,

(I) the individual's personal opinions, except where they are about

someone else;

DISCUSSION

The Access to Information and Protection of Privacy Act sets out when information gathered

can be used by a public body. It can be used:

a) for the purpose it was collected;

b) for other purposes with the consent of the person to whom the information

relates, or

c) otherwise in accordance with the Act

Neither of the public bodies in this case suggest that there are other sections of the Act

which apply to justify the use of the information in the Complainant's application for disability

benefits for other purposes. Nor is there any suggestion that the Complainant consented to

the use of that information for any other purpose. In fact the Department of Human

Resources clearly states that there are no consents on the Complainant's personnel file

which would justify the disclosure. The only purpose the information could be used,

therefore, was the purpose for which it was originally collected. In this case, that purpose

was so that the Complainant could draw on his disability insurance. 

I am troubled and somewhat concerned about the position taken in this case by the

Department of Human Resources. Information about the Complainant's extracurricular

activities was contained in an application for disability benefits. This is the only purpose this

information should have been used for. It had nothing to do with the modified work plan

suggested by the Complainant's doctor and should not have been referred to in the letter

outlining the terms of the Complainant's return to work.



 

Whether the Complainant's supervisor had access to the Complainant's file or not, it is clear

that he was apprised of the information that was in the file.  The information was improperly

"used" by the Department of Human Resources and it was improperly "disclosed" to the

Complainant's supervisor and a number of other individuals within the Department of

Human Resources, the Complainant's department and the Complainant's doctor. The

Complainant's supervisor may not have had direct access to the Complainant's personnel

file, but he had access to the information in the file when that information was included in

the letter written by Human Resources for his signature. Presumably the supervisor was

expected to and in fact did read the letter before he signed it. He was not entitled to access

to the information in the Complainant's application for disability benefits.

There was no connection between the Complainant's return to work and the fact that he had

earlier applied for disability benefits. Nor can it be said that using this information to warn

the Complainant of his obligations to his employer was a use "consistent with that purpose".

It concerns me that the Department of Human Resources does not appear to appreciate

that there does not have to be physical access to the personnel file for there to be an

inappropriate use or disclosure of information in the file. The improper use and disclosure of

the Complainant's information in this case is even more disturbing because, at least from

my reading of it, it appears fairly clear that the information included in the letter was a

misrepresentation of the factual information on the Complainant's application for disability

benefits. So not only was the information improperly used and disclosed, it was misleading.

Although the letter states that the Complaint's application for disability suggested he was

"involved in a number of activities outside of the workplace" in fact, the application for

disability benefits clearly showed that these were the kinds of activities that the Complainant

had undertaken before the accident and that after the accident, he had not been able to

engage in any of the physical activities listed and was limited now to "reading and walking".

The inclusion of this misinformation in the letter, therefore, created a very negative

implication suggesting that the Complainant was not only breaching government policy by

working outside of the government (for which no evidence was provided) but was doing so

while the Complainant claimed to be injured or disabled. This letter, with this fairly obvious

implication, was widely disseminated and reflected badly on the Complainant. This is

another issue outside of the purview of this review except to the extent that the Complainant



has the right to request that this information be corrected pursuant to sections 45 and 46 of

the Access to Information and Protection of Privacy Act which read as follows:

45. (1) An individual who believes there is an error or omission in his or her

personal information may request the head of the public body that has the

information in its custody or under its control to correct the information.

46. (2) Where a public body has disclosed personal information to another

public body or a third party recipient in the 12 months before a request for

correction of that information is received by the public body, the head of the

public body shall notify the other public body or the third party recipient that

(a) the personal information has been corrected; or

(b) a note of the requested correction has been made under subsection 45(2).

In this case, the Complainant wrote a letter to his supervisor after he had received the letter

with the inaccurate information. Although he did not specifically ask that a correction be

made to the information contained in the letter, he did point out the error.  The letter

included the following sentence:

I trust my attached letter has clarified this misunderstanding.

It seems to me that when such a significant error in factual information on a person's file is

pointed out, it is incumbent on the public body to follow up with that complaint, whether or

not there is a specific request to change the information. That was not done in this case,

despite the fact that the erroneous information in the letter raised some negative inferences

about the Complainant and that the letter containing the information was fairly widely

disseminated.

Which brings us to the discussion of the significant distribution list of the letter in question.

Of the seven people copied with the letter, five were within the Department of Human



Resources. Dealing firstly only with these copies, the only explanation given for such wide

disseminated of the letter was because it was "standard procedure" to do so.  There are no

reasons given as to why there needed to be so many individuals within Human Resources

copied, nor does it appear that any thought was really given to why each of these individuals

might need a copy of this letter. Nor was there any information provided about how these

copies would be used by the individuals who received copies or where the copies would

eventually be filed. If these people needed to be kept informed of "return to work"

arrangements, was there no less intrusive way to disseminate the information without

including the veiled allegations and warnings contained in the letter? Perhaps a memo

including only the bare minimum facts, such as the name of the individual, the

recommendation of the doctor that there be a graduated return to work and a short

statement of the plan being incorporated would be sufficient and more appropriate. This

would suffice, I would think, to keep those in the Department of Human Resources who

needed to know about the situation informed without disseminating more personal

information than was necessary in the circumstances.

The same holds true for the copy provided to the Assistant Director within the Complainant's

own department. Have these questions been asked? Who needs to receive a copy of this

letter? How much information did the Assistant Director really need? Were there other, less

intrusive, ways to convey necessary information that might have been used?

As for the copying of the letter to the Complainant's doctor, this was clearly not appropriate

without the Complainant's consent. If the purpose of sharing the information with the doctor

was to facilitate a return to work program, it would have been an easy task to ask the

Complainant for his consent. The Department of Human Resources argues that the

offending information (the information about the Complainant's physical activities) came

from the doctor in the first place so there was no "disclosure" per se. However, in the case

of the doctor, it was the information about the conditions attached to the Complainant's

return to work which was improperly disclosed without the Complainant's consent, as well as

the veiled accusations that the Complainant was not playing by the rules. There was no

reason to provide the doctor with a copy of this letter without the Complainant's consent.



CONCLUSIONS AND RECOMMENDATIONS

Based on the above, it is my opinion that the Complainant's concerns are well founded and

the public body failed to maintain the confidentiality of the personal information of one of its

employee's. Information in the application for disability benefits should never have found its

way into a letter outlining the modified work program being arranged to allow the

Complainant to return to work. The fact that the information was put in the letter in a manner

which misrepresented the situation and thereby suggested impropriety by the Complainant,

and the wide dissemination of the letter exacerbated the situation.

I therefore make the following recommendations:

1. I recommend that the Department of Human Resources prepare a letter to be

directed to the Complainant and copied to each of those copied with the letter of

April 20, 2006 which clarifies the fact that the information about the Complainant's

physical activities contained in that letter related to his activities prior to the injury he

sustained and that, in fact, there was nothing in the Complainant's application for

disability benefits which indicated that he continued to engage in those activities after

the injury. An apology for the implications contained in the letter would also be

appropriate. 

2. I further recommend that a review be conducted of the "standard procedure" of

copying a wide range of individuals on letters dealing with personnel issues.

"Standard procedure" should be replaced with a written policy which confirms that

those that need to be informed about such matters are kept informed in a way which

is least intrusive into the employee's privacy and will be the least likely to improperly

disclose personal information about the employee. The policy should also define who

needs to receive such information for the purposes of doing their job and confirm

that such information should be shared with as few people as possible. Although it

may be necessary to inform more than one person about actions being taken, it may

be that not all of those need all of the information. Care and thought should go into

each case and the information should be shared only as absolutely necessary.



3. I further recommend that some method be found to isolate such things as

applications for disability benefits or W.C.B. claims from the rest of an employee's

file, perhaps sealed in some way from the rest of the file so that information

contained in those files cannot be improperly used or disclosed as it was in this case.

4. Although it may be trite to say so, it is clear that policies need to be reviewed from

time to time to ensure that they continue to reflect the law. General practice often

becomes ingrained and people stop thinking about how information is used. Not only

should policies be reviewed from time to time, they should be disseminated and

reinforced again and again so that bad practices do not arise by default. I

recommend that the public body remind employees often of the confidentiality and

security requirements when dealing with personnel issues.

Elaine Keenan Bengts

NWT Information and Privacy Commissioner


