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BACKGROUND

In November of 2014, a physician working on contract with the Stanton Territorial Hospital

Authority (STHA) reported that he could not locate a USB jump drive he had been working on.

Further review indicated that the jump drive was neither encrypted nor password protected.

The device contained some personal information of more than 4000 patients and/or former

patients of the hospital and significant detailed personal health information of some 56

patients. The physician and hospital staff did a thorough search for the device, including not

only hospital office areas, but also the apartment leased by the hospital to house the physician

as well as the vehicle he was using, all to no avail. The drive contained an Excel spreadsheet

with the names, dates of birth and health care numbers for 4044 patients (125 of whom were

deceased) as well as detailed consultation reports regarding 56 patients which the physician

had prepared. The physician had been using the USB drive on a password protected computer

to prepare consult letters on his patients. The intention was that these letters would then be

provided to a hospital transcriptionist who would format and enter the consult letters into the

patient charts. The USB drive had been given to the physician by staff in the hospital.  The

physician  was unaware that the drive also contained the spreadsheet. 

The USB drive was last seen on November 7th. It appears that it was first reported as missing to

the Quality and Risk Management team on November 13th. On November 27th, a press release

was issued. Between November 13th and November 27th, active steps were taken to formulate

an action plan to notify those affected and to address the procedural issues that contributed to

the loss of the drive. On December 8th, the missing USB drive was turned in to the hospital. A

staff member had found it in the parking lot and had picked it up and then forgotten about it

until several weeks later when someone in the staff member’s household saw it and asked



about it. As far as can be determined, the only person who accessed the drive while it was out

of the possession of the STHA was the staff member who, when he finally looked at it,

immediately recognized the content and returned it to the hospital. 

Letters were sent to all of the affected individuals advising them that a USB drive with their

personal information had been lost, then found and apologizing for the breach. The letter also

contained a phone number the patient could call for more information. As of March 5th, nine

hundred and ninety nine of the letters had been returned to Stanton by Canada Post for a

variety of reasons, such as addressee had moved, the envelope was unclaimed or there was no

such address. The hospital also received approximately 200 phone calls from individuals who

had been affected. Of those, only one appeared to be significantly upset about the incident.

In the words of Stanton Hospital:

This unfortunate incident drove a significant quality improvement initiative that

has strengthened STHA’s ability to protect personal information. Additionally,

learnings from STHA’s experience helped inform the need for a GNWT wide

initiative.

An Implementation Plan was prepared by the Quality and Risk Management Coordinator and

that plan was accepted by the CEO, Medical Director and Senior Management team. The plan

included:

• a review of privacy policies with all Managers and Supervisors

• managers and supervisors directed to re-educate all staff

• ensure the use of encrypted mobile devices when patient information is

involved

• audit compliance with policies on an ongoing basis



DISCUSSION

This incident began as a serious breach of privacy involving more than 4000 people. The good

news is that, in the end, the breach was far less significant than it could have been. The bad

news is that this outcome was entirely a matter of good luck rather than good planning or good

management. What the incident did do, however was to highlight some significant process and

policy gaps which needed to be addressed and helped to bring awareness, in a significant and

well publicized way, to the importance of following privacy and security protocols. I would like

to commend the Stanton Territorial Health Authority for the way in which it dealt with the

incident in an open, transparent and timely manner. 

It is to be noted that the database containing personal information of more than 4000

individuals contained no personal health information. The only information on the database

were names, dates of birth and health care numbers. The information was limited and, in light

of the number of letters returned to the hospital as undeliverable, it would appear that a

significant portion of it was outdated. This does not excuse or justify the breach, but should

give some relief to those whose names were on the database. More concerning in terms of the

severity of the breach was the detailed and very sensitive personal health information of the

56 patients of the physician which was also contained on the drive. 

Stanton Territorial Hospital Authority (STHA) did have a policy in place entitled “Security and

Storage of Patient Personal Information”. The Policy is dated May, 2014 and was scheduled for

review in May of 2017.  The stated purpose of the policy is:

• to ensure personal information, regardless of media (electronic form, paper file or

radiological/digital image) is properly stored in a secure environment;

• to ensure that security measures are in place and followed in order to protect the

confidentiality and integrity of personal information within the STHA;



• to ensure the security and integrity of personal information during transmittal by any

means including internal and external delivery networks, voice mail, wireless

technology, email and the internet.

The policy itself addresses the common sense steps that are to be taken to avoid inadvertent

unauthorized use or disclosure of personal information.  They include the following:

Personal information stored in electronic form on a fixed computer server or

terminal shall be properly secured from unauthorized access. Personal

information stored on electronic media (diskettes, magnetic tape, CD ROMs, disk

drives, laser disks, etc.) shall be kept in a Secured Place at all times and shall be

used only by authorized personnel having access to a protected system. Prior to

removal from an office, any personal information contained within the

computer hardware or on electronic storage media shall be secured or removed.

In addition:

Personal information files/electronic media shall be returned to its designated

and secured storage location and not allowed to accumulate or be left

unattended on desktops, nursing stations, patient bedside, treatment rooms or

any other location in a non-secured place.

Managers and supervisors are designated as responsible to ensure that all employees are

made aware of the security policies and to review practices to ensure standards are being

maintained.  

These directives, if followed, should have been effective to avoid an incident such as this one.

As I have said numerous times, however, policies are only effective if they are followed. They

are a necessary first step, but are not a panacea. In order for policies to be effective, they must

be enforced and maintained. Clearly that was not done here.



I can envision (without actually knowing) how this breach happened. The physician needed to

record his consultation reports for transcription. He didn’t have a jump drive or other media

storage device of his own, so he asked the staff. The staff went looking and found this

particular device in a desk drawer and handed it over to the physician without looking at the

content. The physician put it in his pocket to take it to the transcriptionist’s office and got

distracted by something else, forgetting for the time being about the device. On his way home,

the device fell out of his pocket and he didn’t think about it again until several days later, and

by then couldn’t find it. I don’t know if this is how the USB drive was lost, but it is a very

realistic possibility.

Mass storage devices are so small and so much a part of what we do every day that they are

easy to treat like a pen, a pencil or an eraser. They are just one of the tools we use every day.

Without some form of constant reminder that these little devices can hold and retain

significant amounts of personal health information, it is easy to treat them with complacency. 

The content is created on computers that are well protected so it’s easy to forget that the

security doesn’t transfer. The only way to avoid this kind of incident in the future is to address

the complacency. In a way, this event has gone a long way in doing just that.

As a result of this incident, STHA has taken a close look at the way in which they use jump

drives and other portable media storage devices. One step they have taken in the wake of this

event is to re-enforce their messaging with respect to portable devices including not only jump

drives such as the one in question, but also lap top computers, tablets, and cell phones. They

are also researching the use of encryption devices and software to meet their privacy needs, in

particular of physicians who perform travel clinics throughout the north. The Medical Director

was also tasked with providing the Privacy Module to all physicians, including directing them to

use the hospital’s protected dictation system whenever possible. The “lessons learned” have

been shared with the Joint Senior Management Committee and with other health authorities

in the Territories.



CONCLUSION AND RECOMMENDATIONS

Clearly there was a breach of privacy in this case which was entirely preventable. The breach

was not as a result of poor policies or procedures, but rather of poor enforcement and follow

up to ensure that the policies are being followed. I am satisfied that the steps taken by the

Stanton Territorial Hospital Authority will go a long way to prevent a similar incident in the

future. I would suggest, however, more specific steps need to be taken to continue to monitor

compliance with the policy.  Some suggestions that come to mind are:

a) periodic internal spot audits of various departments;

b) regularly scheduled security and privacy training sessions during staff meetings;

c) additional stand alone training and updating sessions as a requirement of

employment;

d) regular messaging through the internal network;

e) ongoing and continual review of available technological solutions to security

issues.  

The use of unencrypted flash drives of any description should be prohibited or, at the very

least, highly controlled. Finally, I strongly recommend that the lessons learned and steps take

by Stanton Territorial Health Authority be shared with all other health authorities and that all

such authorities in the Northwest Territories take immediate steps to ensure that appropriate

policies and procedures are in place and are being actively monitored and enforced.

Elaine Keenan Bengts
Information and Privacy Commissioner


