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BACKGROUND

This is a privacy matter, raised by an individual dealing with the Yellowknife Housing

Authority. The complainant’s concerns arose as a result of several of his dealings with

the Authority. He says that in order to apply for housing, the application forms he was

required to sign included a blanket consent to the collection of  his personal information

by the Housing Authority from “any person, agency or organization” and that this

consent included access to his federal and territorial tax records, his bank accounts and

his medical records. He provided a copy of a document entitled “Application for

Accommodation” from the Yellowknife Housing Authority which he was required to sign. 

This application included, among other things, the following statement which he was

asked to sign:

I allow Yellowknife Housing Authority to ask any question of Social

Services, MacAteer House, employers or any other source, to check all

facts about this application.

I also agree to provide copies of NWT Health Care Plan Cards and proof

of income for all dependants and myself.  I understand my application will

not be approved without this information.

Another form the Applicant was required to sign included the following paragraph:

I/we hereby authorize any person, agency or organization, including

Federal/Provincial or Municipal Government Departments to release to

the Northwest Territories Housing Corporation or its Representative(s)

information required for the purpose of determining and verifying eligibility

for social housing programs.  Without restricting the generality of the



foregoing, I/we understand this authorization may include requests for

information pertaining to my/our marital status, employment, income,

assets and resources, credit records, medical or family conditions and

benefits received under other programs. 

Despite this very broad authorization, it did not appear to him that the employees he

was working with were able to give him any information about who would be collecting

this information or who would have access to the information once collected. Nor was

he able to get any assurances that this information was going to be secure from

disclosure beyond the Housing Authority. The Complainant was particularly frustrated

because, as a French speaking individual, he required his communications from the

Housing Authority to be in French.  While the Housing Authority accommodated his

request to communicate with them in French, he started receiving emails from a person

he had never met or heard from before and who did not appear to be an employee of

the Housing Authority. He was not introduced to this individual and, though the email

address suggested that he was a GNWT employee, the Complainant was given no

information about what department the individual worked in or how he came to be

involved in the application process.                                                                     

PRELIMINARY ISSUE

As has been noted before, none of the Northwest Territories’ Housing Authorities are

listed as “public bodies” in the Regulations to the Access to Information and Protection

of Privacy Act. The Northwest Territories Housing Corporation (NWTHC) is, however,

named in the Regulations as a public body. I have in the past taken the position that the

relationship between the NWTHC and the housing authorities it works with is such that

the NWTHC is responsible for ensuring that housing authorities comply with the Access

to Information and Protection of Privacy Act (ATIPPA). In this case, the housing

authority agreed to participate in my review and the issue, in this case is, therefore

moot.



THE NWTHC AND THE YELLOWKNIFE HOUSING AUTHORITY

The NWT Housing Corporation took the lead in responding to the review process.  In

their submissions to me, NWTHC confirmed that the Community Service Agreements

that the NWTHC has with Local Housing Organizations (LHOs) requires LHOs to

adhere to the obligations imposed on public bodies by the ATIPPA.  They further

confirmed that each of the LHOs have standard privacy policies.

The NWTHC provided me with a copy of the “standard” application form used by LHOs

for those who wish to apply for housing.  This form was somewhat different from the

forms which the Complainant was asked to complete. The NWTHC’s form asked

housing applicants to provide significant personal information, including a Social

Insurance Number, current costs of housing, previous grants or housing program

assistance received,  and employment history.  At the end of this Application Form is a

“Declaration” which reads as follows:

I/we certify that the statements made in this application are true and

complete. If any of these statements are found to be untrue this

application may be rejected.

I/we further agree and consent that credit inquiries, income verifications

and reference checks may be made at anytime.

After the signature line, the following statement appears:

This personal information is being collected under the authority of the

NWT Housing Act and will be used to determine your eligibility for housing

programs. Information is protected by the privacy provisions of the Access

to Information and Protection of Privacy Act.  If you have any questions

about the collection of information, contact your local housing office.



The NWTHC further noted that all paper records regarding an application or tenant are

kept on the client’s file. These files are kept at the LHO offices in a locked, fireproof

cabinet and that only the Manager or Tenant Relations Officer would have access to

the cabinet. Electronic records are housed in the “Territorial Housing System”, an

electronic server which is password protected. System access is limited to those

NWTHC and LHO employees whose jobs require access to the information.

Part of the issue in this case arose because of the need for a translator. NWTHC

advised that when French language facilitation services are needed or requested by an

LHO, the NWTHC uses GNWT language facilitators from Services TNO with the

Francophone Affairs Secretariat at the Department of Education, Culture and

Employment.  As GNWT employees, the language facilitators have all signed oaths of

confidentiality and are subject to ATIPPA.

DISCUSSION

Part 2 of the ATIPPA deals with Protection of Privacy.  Section 40 provides that:

40. No personal information may be collected by or for a public body

unless

(a) the collection of the information is expressly authorized by

an enactment;

(b)  the information is collected for the purposes of law

enforcement; or

(c)   the information relates directly to and is necessary for

(i) an existing program or activity of the public body, or

(ii)  a proposed program or activity where collection of the

information has been authorized by the head with the

approval of the Executive Council.

Section 41 provides that public bodies must, where reasonably possible, collect

personal information directly from the individual the information relates to unless,

among other things:



- another method of collection is authorized by the individual or by an

enactment;

- the information is necessary in order to determine or verify the eligibility of

an individual to participate in a program or receive a benefit, product or

service from the GNWT or a public body and the information is collected

in the course of processing an application made by or on behalf of the

individual.

I am satisfied that LHOs have the authority, under the NWT Housing Association Act to

collect information required for the purposes of running their programs. This would

include the verification of income and employment information. In some cases, it would

also include a requirement to verify claims of medical needs out of the ordinary, such as

mobility issues affecting access to housing. 

That said, the issue here is not so much whether the LHO had the authority to collect

the information requested. I think the Complainant in this case understood and

acknowledged the need for the LHO to collect relevant information. His concerns were

more in the apparent limitlessness of the consent he was required to sign and in the

fact that he could not get answers from anyone within the LHO who could properly

answer his legitimate questions about who had access to his personal information or

about the credentials of the translator in terms of his obligations to maintain

confidentiality.

The consent form which the Housing Authority provided to me as an example to of the

forms applicants for housing are required to sign, limited the consent for collection from

third parties to “credit inquiries, income verifications and reference checks”.  I note, as

an aside, that a request for the Social Insurance Number of Applicants may be

inappropriate.  The SIN is a confidential number that is restricted to income reporting

purposes and should not be collected simply for identification purposes. Unless there is

a taxable financial payment involved which would attract income tax consequences, this

is not information applicants should be asked for. 



The consent actually required by the LHO in this case was, in fact, a much broader

consent than the one provided by the NWTHC. The Complainant was asked to consent

to allow the LHO to “ask any question” of “Social Services, MacAteer House, employers

or any other source” to check all facts about the application. It further went on to require

the production of NWT Health Care Plan Cards and proof of income for all dependants

as well as the Applicant.  

This is a much broader consent.  Not only that, it is made clear that failure to agree

meant that the Applicant’s request for housing would not be considered. Quite apart

from my concerns about the breadth of this consent, I note that under the new Health

Information Act, which came into effect in October, 2015 no person other than a health

information custodian (which the LHO is definitively not) may collect or use an

individual’s personal health number except in very narrow circumstances, which do not

exist here. This legislation also requires that a person other than a health information

custodian that requests an individual to provide a personal health number is required to

inform that individual of the person’s legal authority to do so. (See section 32).  The

requirement to provide a Health Care Card or number, therefore, must be changed.

Furthermore, one individual cannot consent to the collection of  information about

another individual. If an LHO requires proof of income from all dependants, it must be

the dependants who agree to the disclosure for the consent to be effective. 

A second form which the complainant was required to sign went further yet, and

authorized “any person, agency or organization, including Federal/Provincial or

Municipal Government Departments” to disclose to the LHO “information required for

the purpose of determining and verifying eligibility for social housing programs”,

including “requests for information pertaining to my/our marital status, employment,

income, assets and resources, credit records, medical or family conditions and benefits

received under other programs”.

I have to wonder what necessary information about an individual’s income or other

personal circumstances a “federal/provincial or territorial” government department might



have that could not be gleaned, for example, from a copy of an income tax return or

notice of assessment, which could be provided by the Applicant himself. Why would the

LHO require access to an Applicant’s medical health records when a letter from a

physician outlining any specific medical requirements would suffice? What specific

information might “Social Services” or “MacAteer House” have that the LHO would

require?  Those specifics should be outlined in the consent.  LHOs should not be

collecting any more information than is absolutely necessary to confirm the facts that

they need to confirm, and should not be asking for consent to collect anything beyond

that information. Nor should they be collecting information from third parties when the

independent confirmation they require can be provided by the Applicant. In my opinion,

the consent forms are far too broad in their drafting and need to be revised

appropriately. Finally, Applicants should be told, specifically, how the personal

information collected will be used and in what circumstances, if any, it will be further

disclosed by the LHO.

The next question becomes the confidentiality of the information once collected. The

Access to Information and Protection of Privacy Act requires that when personal

information is collected, public bodies must advise the individual the purpose for which

the information is collected, the specific authority for the collection and the title,

business address and business telephone number of the officer or employee of the

public body who can answer any questions the individual might have about these

matters. It was not apparent from the documents provided by the Complainant in this

case that this information was imparted. 

I also agree that he had legitimate concerns about the lack of an introduction or other

information about the translator assigned to assist with the application process. If the

LHO does not have “in house” translation resources, there should be some kind of

communication between the individual and the public body about the fact that an

outside agency will be involved before that outside agency is provided with any of the

applicant’s personal information. If the applicant then has questions about

confidentiality, those issues can be addressed before any personal information is



disclosed (including an individual’s email address or other contact information).  And

while I appreciate the fact that every GNWT employee is required to sign a

confidentiality agreement at the time of employment, I can understand the

Complainant’s reluctance to provide sensitive personal information to a third party when

that third party cannot produce any identification or confirmation of employment. Those

who work for public bodies whose job it is to collect personal information on a daily

basis should be able to address simple questions about privacy issues that might be

raised. If they themselves don’t have the answers, they should know who within the

organization is able to answer those questions. Furthermore, all employees of public

bodies should be able to provide appropriate identification when asked so that those

who have concerns about privacy can at least have the assurance that the employee is

bound by an oath of confidentiality. As I have said before, the oath is not a guarantee of

confidentiality, but it does give some measure of confidence that information will not be

disclosed beyond the immediate purpose for its collection.

CONCLUSIONS AND RECOMMENDATIONS

As noted above, I conclude that the Complainant’s concerns about the collection, use

and disclosure of his personal information were well founded.  There is no indication in

this case that the LHO in question collected more information than was necessary or

that any person improperly used or disclosed the Complainant’s personal information in

this case.  Clearly, however, their policies, procedures and paperwork require a review

and amendments.  As a minimum, I recommend:

a) that all LHO’s review their application forms to ensure that they are

collecting only the information specifically required to consider the housing

needs/eligibility of the applicants;

b) that all LHO’s specifically review and amend any consents they require

applicants to sign with a view to narrowing and focussing the consent to

the collection only of information that which is necessary for consideration

of the application;



c) that policies and procedures be reviewed and updated to provide that,

where possible, all necessary information and verification documents be

obtained directly from the applicant - for example in the form of tax returns

and notices of assessment for income verification and letters from

physicians addressing any specific medical needs of tenants relevant to

their housing requirements instead of demanding consent to disclosure of

all medical information;

d) that consents to the collection of personal information include a statement

about the specific purpose that the information will be used for, the

specific legal authority for the collection, and the contact information for

an officer or employee of the LHO who can answer questions about the

collection of the information;

e) that all LHOs discontinue the practice of requiring applicants to produce

copies of their Health Insurance cards or numbers;

f) when the use of an outside agency is needed for assistance in translation,

Applicants be told that the LHO will be using the services of that outside

agency, including the name of the agency and confirming that there are

appropriate privacy controls in place;

g) that all employees within LHOs who deal with the collection of personal

information on a day to day basis have at least a rudimentary

understanding of privacy policies and procedures within the organization

such that they can answer simple questions from the public and that they

know who within the organization individuals can be referred to in the

event that a member of the public has more detailed questions about

privacy issues.

Elaine Keenan Bengts
Information and Privacy Commissioner


