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BACKGROUND

A member of the public wrote to me asking that I investigate the need for security

cameras in use at the Driver and Vehicle Licensing Office in Yellowknife. The

Complainant couldn’t see the need for such surveillance particularly in light of the fact

that the employees were all behind glass partitions and that there did not appear to be

any public access to the offices in which they sat. He noted that there were no signs up

to alert the public walking into the space that there were cameras and he felt

uncomfortable with the fact that he was being watched. 

While this was not the first time I had heard complaints about the cameras in the Driver

and Vehicle Licensing Office, it was the first time that I received a formal complaint

pursuant to section 49.1 of the Access to Information and Protection of Privacy Act

which would allow me to undertake a review and I felt that it was important to consider

whether or not the cameras were in compliance with the Act. I therefore asked the

ATIPP Co-Ordinator for the Department of Transportation to answer a number of

questions about the purpose and use of  the cameras to assist me in understanding the

perceived need for them and whether there was any less privacy invasive way to

achieve the same ends.

THE DEPARTMENT’S RESPONSE

The Initial Response

As noted, I asked a number of specific questions to obtain some background about the

cameras and their purpose. 



1. How long have cameras been in use?

The Department advised that the cameras were originally installed as security cameras

in the Driver and Vehicle Licensing Office in the Laing Building in Yellowknife in

approximately 2009. When the office moved to new space in 2015 a new camera

system was installed.

2. What is/was the purpose of installing the cameras?  Is/was there an event which

precipitated the installation?

The purpose of the cameras has always been security and safety for employees. The

Department indicated that members of the public sometimes behave aggressively

toward the employees, who are quite frequently subjected to verbal abuse and

sometimes physically threatening behaviour. The nature of the services provided by the

office is such that the employees work directly with the general public and handle cash.

As such, the department argues that there is the potential for risk of robbery, though

there is no history of robbery or attempted robbery to date. The cameras, they say, 

allow the Supervisor of the Driver and Vehicle Licensing Office to monitor

or detect potential situations involving violence, abuse and harassment. 

In addition, the physical presence of the cameras is considered a

deterrent to harassment and criminal behaviour. Finally, the cameras

have the potential to assist in the investigation of an incident or event of

concern.

The Department advised that there are no records kept of incidents of violence or

aggression aimed at staff and there are no specific follow-up reports done with respect

to such incidents. The Department maintains, however, that the cameras protect the

safety of both the public and the Department's staff as they allow for the detection and

monitoring of conflicts, potential situations of harassment, abuse or violence, as well as

other inappropriate behaviours.



3. What other less privacy invasive technology was considered (if any) before

installing the cameras in the new facility?

When the office was relocated in 2015 to its new and current facility, the Department

says that it worked to adjust and design the office layout with overall public safety and

security in mind. In particular, plexiglass privacy dividers were added to the workspace

of the employees serving the public which “may help to protect an employee from being

physically grabbed, or can help to prevent an object from being projected or thrown

towards a staff member”. 

4. Was a Privacy Impact Assessment (PIA) done before installation of the

cameras?

The Department advises that no PIA was done either at the time of the initial installation

in the old offices or when the cameras were re-installed in the new facility. There was,

however, “considerable discussion” by senior staff members of the Department in

preparing to relocate the office to the new facility.  

For instance, when reviewing the proposed layout of the office in the New

Government Building it became apparent that the Supervisor would not

have direct visual contact with staff or clients in the waiting room or those

being provided service at the counters. Due to the layout of the office, it

also became apparent that the issuers would not be able to see clients in 

the  waiting room. Given these limitations in line of sight and visibility, if a

situation arose in the waiting room (such as a security or medical

emergency), the Supervisor might not be aware and might not be able to

intervene or monitor a given situation as required. Further, it was noted

that the cameras could be of considerable value in confirming what

happened during an event or incident of concern (for example, during a

medical emergency, or a situation involving harassment or abuse between

a member of the  public  and  an  employee). As such, in reviewing such



factors, the need for the continued use of security cameras was

confirmed.

Further, in March 2016, the Manager of Safety and Security of the

Department of Transportation carried out a hazard and risk assessment

concerning the use of cameras in the Yellowknife Driver and Vehicle

Licensing Office. The assessment also supports that cameras continue to

be used in the office.

The Department did not provide me with that safety assessment, nor anything

specifically addressed in that assessment which addressed the continued need for

cameras.

5. How many cameras are presently in use?

The Department advised that there were four (4) cameras, two in the public waiting

area and two that allow for viewing of staff serving clients

6. Are there any notices to the public advising that they are being surveilled?

The Department noted that there signs at the old office alerting the public to the

existence of the cameras but that new signs had not yet been installed in the new

location as at the date of the Department’s response (March 30th, 2016).  They advised

that signs had been ordered and would be installed when received. When I did my site

visit, some signs had been put up, as noted below.

7. Are the images captured by the cameras recorded?

The Department advised that the cameras do not record but that they are “working on

establishing short-term memory cameras”.  They say that storing the images for a brief

period of time would allow the Department or law enforcement access to the images if a

situation required further investigation. Such images, they say, could also “be of



potential value in reviewing and examining potential incidents involving Occupational

Health and Safety such as slips, trips or falls. The Department indicated that it

undertook a survey of the other jurisdictions to determine how and if other jurisdictions

employed cameras in their issuing offices. That survey returned six responses (out of

13 possible). Of those, 5 jurisdictions indicated that they had cameras in their issuing

offices.  All of those who did employ cameras in their issuing offices used equipment

that could record the images captured. The recordings were retained variously between

7 and 90 days. There was also a variation with respect to where the cameras were

focussed in the offices (the entrance and exit to the issuing offices, the seating area for

the public and areas to which only employees had access).  There were various

reasons given in these five jurisdictions as to the need for the cameras, including:

• to deter crime;

• to confirm what happened during an event or incident of concern

(for example during a medical emergency or a situation involving

concerns of harassment or abuse between a client and an

employee, or to investigate missing items, alleged thefts, property

damage or vandalism);

• to respond to police requests;  and

• to investigate incidents involving Occupational Health and Safety, 

such as slips, trips or falls.

8. Are the cameras monitored and if so, by whom? Are they monitored in real time?

The Department initially advised that there was only one individual, the office

Supervisor, who had access to the live images from the cameras. This was later

corrected in subsequent discussions with the Supervisor. She indicated that at least

three people have access to the camera images - herself, the Superintendent who

works on another floor in the same building (and before the move to the new facility,

worked in a different building several blocks away) and one of the Licensing Clerks. 

The Supervisor is currently the only person who generally monitors the camera images. 



When she is away, the senior Licensing Clerk takes that responsibility. While the

Superintendent has the ability to monitor the cameras, it does not appear that he avails

himself of this ability. In the past, however, the Manager of the Issuing Office, who also

worked in Superintendent’s office, far removed from the Issuing Office, had access to

the camera feed and this person appears to have spent a fair bit of time monitoring the

images. The Manager has since moved out of that position. It does not appear that she

has been replaced. 

The cameras are monitored in real time.

9. Are the staff aware of the cameras and have there ever been any concerns

raised by staff about the monitoring?

The Department advised that all staff of the Driver and Vehicle Licensing Office are

aware of the presence of the cameras. When cameras were being installed in the new

offices, the staff requested that there not be cameras in their coffee/break room and

that request was respected. 

Follow Up Questions

As a result of this initial set of questions and answers, I asked a number of additional

questions. I was advised that:

• there are no written policies in place with respect to the use of the cameras at

the current time;

• the cameras are never used for any other purposes other than described in their

initial response - in particular they are not used, either officially or unofficially to

monitor employee performance;

• while the cameras in the old office were able to rotate and zoom in on a

particular spot, the new cameras cannot do this. The only thing that the could be

done with the current system is to enlarge a screen shot image but the pictures

became increasingly grainy the larger they were made.



• in the interest of employee safety, two of the cameras capture client interactions

with the staff. The cameras are focussed on the entire cubicle area, including

several feet outside the cubicle to ensure the image captures the customer

service area in front of the employee.  The resolution of the pictures does not

allow for the ability to read either the employee’s computer screen or any

documents exchanged between the employee and the customer.

 

OTHER INPUT

Site Visit

In order to get a better sense of the use of these cameras, where they were located and

how they were monitored, I conducted a site visit of the new office. The Supervisor’s

office was in a corner away from the licensing clerks serving the public and there were

no windows in her office which would allow her to see her employees from her desk.

Nor were there any sight lines to the waiting room.

There are four stations for serving clients.  All four of the cubicles have partitions to

allow for privacy for individuals conducting business in the office. As a result of these

partitions, the licensing clerks have only very narrow views of the waiting room. The

employees are protected from direct contact with the public by plexiglass barriers. One

of the cubicles is configured so as to allow those in wheelchairs access to the clerk and

both the counter and the plexiglass partition are lower. 

There is only one door which allows access to the work area from the waiting room. 

That door is at the opposite side of the waiting area from the public entry into the space. 

The door has no window. None of the employees can see if anyone is seeking access

to the work area and, as a result, a doorbell has been installed but no one can see w ho

is ringing the bell.



There are four security cameras in the space - two in the waiting area and two in the

work areas, behind the employees. All of the cameras are very small and

inconspicuous. One of the cameras in the waiting area is focussed on the door into the

work area so that when the doorbell rings, whoever is monitoring the cameras can see

who is there before opening the door. This camera is the only way any of the staff can

see who is seeking access to the work area. The other camera in the waiting area is

located above the public entry and shows most of the waiting area. Two cameras are

located in the employee area, behind the first cubicle and the fourth cubicle. Each of

those shows two cubicles. Both the employee and the client can be seen. It would,

however, be impossible to read anything on a computer screen or on paperwork being

exchanged between an employee and a customer.  

While there are two small signs on the premises to advise clients that there is video

surveillance on site, they are not prominent. In fact, I walked past both of them without

seeing them. In one case, the small black and white sign is on the entry door

immediately below much larger yellow signage that warns customers that it is a two way

door and to exercise caution. The second sign, equally small, is below a very large

television monitor installed for people to watch while they wait.

Other Interviews

In this case, I also decided that to get a full picture of how the cameras were used, I

would interview current and former staff, including the Supervisor. 

The Supervisor

The Supervisor, who has been with the office for more than five years, advised that the

cameras were already in place when she started to work there. It was her

understanding that the cameras were installed as a safety measure for the staff. She

noted that in the old location, there were no physical barriers between the public and

the staff except for a counter (i.e. there were no plexiglass barriers). She noted that it is



not unusual for members of the public to become angry and that there were incidents of

threatening behaviour and verbal threats of various degrees every week. She could not

recall any incident of actual physical contact, however, either in the old facility or the

new office. She did relate one incident in which a client threw paper at an employee.

She confirmed that there were, to her knowledge, no policies in place with respect to

the use of the cameras or, for that matter, for dealing with aggressive clients and no

reports are kept of any incidents in which a member of the public becomes threatening

or aggressive. There is a zero tolerance policy which allows staff to refuse to serve

someone who is being rude or aggressive.

The Supervisor thought that it was important for the cameras to remain, at least in the

waiting areas.  Without the cameras, she would not have any view of the waiting area. 

She feels it is important that she be able to monitor the waiting room so that she can

diffuse situations that appear to be developing, which happens from time to time. She

noted that none of the staff have any real view of the waiting area and she has none at

all except for the camera view. Without the cameras, none of the staff can see who is

seeking entry into the staff area from the public area of the office. They installed a

doorbell so that delivery people can signal when they are there, but she still needs to

know who is seeking access before she opens the door. There is no PA system and no

window in the door. 

The Supervisor conceded that with the plexiglass in place in the new facility, the

employees are much better protected from the possibility of aggressive clients, though

she pointed out that someone determined to get in might still be able to scale the glass

in the handicap station, which is much lower than in the other stations.

She demonstrated the camera system for me. While there are four cameras, she can

only see one camera feed at a time and she has control over which feed she can see. 

She says she does not monitor the cameras all the time. If she hears a commotion, she

can look at that feed and, if necessary, take a screen shot of what is happening. That,

however, takes several steps and about 20-30 seconds. The cameras do not record nor

do they have audio.



She advised that the cameras have never been used for performance appraisals.  She

did, however, concede, that when the Manager had access to the feeds, the Manager

used them to monitor the employees.

Current and former staff

I spoke with all of the current staff of the office as well as some previous employees. I

asked each of them how they found out about the cameras. Each one of them told me

that they had been “warned” by other service agents either on the day they started work

or within a very short time frame thereafter that there were cameras and that care had

to be taken about what they did at their desks. None of them had been advised about

the existence of the cameras during their orientation or by management. All of them

advised that the Supervisor had the camera feeds up on one of her monitors all day,

every day.

When I asked these individuals whether the existence of the cameras made them feel

safer in the workplace, none of them did. Several of them, however, did point out that in

the new facility they had very little view of the waiting area and they felt that if they

could see the camera feed focussed on the waiting room, it would assist them in doing

their work because they could then see if there was anyone left in the waiting room or

whether someone had been sitting there a very long period of time and may not know

how to “get in the queue”. 

None of the employees could recall any instance in which they felt like they were in

danger of being physically assaulted while at work, either in the old facility or in the new

one. Some related instances in which paper had been thrown and one of told me of an

incident in which the client had reached out and grabbed his arm in anger while they

were in the old facility. Another told me about one time in the old facility when a client

arrived late in the day after the office had closed to the public and kicked at the

vestibule door. All told me that it is not unusual for clients to become aggravated and



angry when they aren’t able to accomplish what they had come to the office to do for

one reason or another, and they were all exposed to some verbal aggression from time

to time. Very occasionally, they told me, they might have to deal with an intoxicated

individual. None of them felt that the cameras were helpful to dilute a client’s anger. As

one employee put it, “cameras don’t stop emotions”. None of them could recall an

incident which the R.C.M.P. had to be called to deal with a situation, though some had

heard of such incidents happening before they started work at the office. All of those

who had worked in both facilities acknowledged that the plexiglass was a very effective

barrier and made them feel quite safe. They noted that the desks in the new facility are

also wider, which also helped. All of those who have worked in the new facility also

agreed that the public door into the staf f area was completely blind in that no one could

see who as at the door without the camera. Even with the camera, normally only the

Supervisor would be able to see who was at the door and this was not helpful if she

was not at her desk to see the monitor.

All of the employees told me that they felt very uncomfortable with the cameras pointed

at their desks. Almost all of the employees and former employees told me that knowing

the cameras were there negatively affected their performance. All of those I talked to,

both former and current employees, told me unequivocally that the cameras had

routinely been used for purposes other than safety. In particular, they all related

incidents in which they had been taken to task for things that they did at their desks. For

example, several of them told me about an incident, which occurred in the old facility,

where one of the employees stumbled while climbing onto her chair and fell to the

ground. She got up quickly and waved at the camera to say “I’m ok”. She was chastised

for the wave and told it was unprofessional. All of them were told that it was

inappropriate to wave at the camera. Another incident which was related to me by

several people was when one of them was a few minutes later than normal getting to

her seat but was still there before the doors opened at 8:30 am. Before the employee

had even settled in, she had received an email from the Supervisor, who was away

from the office, somewhere on the east coast of Canada, asking her why she was late

for work. Most of them told me about being told, from time to time, that VIPs, such as



the Premier, a Minister or Deputy Minister were in the waiting room and to make sure

they were on their toes. Several told me that they had been chastised after taking a sip

of water while sitting at their desks within seconds of having taken that sip or for taking

a peak at their cell phones when there were no customers in front of them, or for eating

candy or gum at their desks. Several of them told of having people text them and tell

them that they liked their new hairdo or a piece of clothing they were wearing. There

were times when an employee was told by a friend that the friend had been in the

Manager’s office and had seen the employee on the monitors. Almost all of them

related instances in the old facility when they were in the Supervisor’s office and all of

the sudden, they would see the cameras swivel or zoom in on someone in the waiting

room, even when the Supervisor wasn’t touching her computer, indicating that someone

was watching and manipulating the cameras from somewhere else. All of them

assumed that this was being done by the Manager. They were all aware that the

Manager spent a lot of time watching them. All noted that when the Manager left for

another job, the monitoring all but stopped. They are no longer being chastised for

every little indiscretion and do not feel like they are being monitored every second.     

DISCUSSION

Section 40 of the Access to Information and Protection of Privacy Act provides that no

personal information may be collected by or for a public body unless:

a) the collection of the information is expressly authorized by an enactment; 

b) the information is collected for the purposes of law enforcement; or 

c) the information relates directly to and is necessary for 

(i) an existing program or activity of the public body, or 

(ii) a proposed program or activity where collection of the information

has been authorized by the head with the approval of the Executive

Council



The use of video surveillance is a collection of personal information. I could find no

legislation which expressly authorizes such a collection. Nor can it be said that the

collection of video images is for the purposes of law enforcement. The question, then, is

whether the collection “relates directly to and is necessary for” an existing program - the

issuance of motor vehicle licenses. Is the safety of employees directly related to the

existing program? I would say it is. The less obvious question is whether these cameras

are “necessary” in order to provide that safe working environment. This would be a far

more difficult argument to make particularly in the current space occupied by the Driver

and Vehicle Licensing Office. With the addition of the plexiglass barriers, all of the staff,

including the supervisor conceded that the threat of physical contact between the public

and the workers was virtually eliminated. In the old offices, there was no plexiglass and

the cameras might have been justified. But even in the old offices, it would be hard to

have argued that the cameras provided the staff with any additional safety. There are

numerous studies which note that cameras, in and of themselves, do not act as a

deterrent to bad behaviour. As noted by the employees I spoke to, people are going to

get mad when they are frustrated. Cameras are not going to prevent anyone from

raising their voices, swearing or throwing paper. Neither the cameras in the old facility

nor those in the new offices record anything, so they will not assist in law enforcement.

Even if the supervisor attempted to take a screen shot of an incident when it was

happening to provide a record, the number of steps necessary to take such a shot and

save it would likely mean that the incident was over by the time the record was made. 

It is unfortunate that, in designing this very new space, more attention was not given to

some of the practical needs of an office such as the Driver and Vehicle Licensing

Office. Clearly, lines of sight were not considered. There are, however, less privacy

invasive ways than cameras to correct the deficiencies. For example, the partitions

used around the cubicles could have windows instead of being of solid material.  This

would allow all of the front line staff to see exactly what was going on in most of the

waiting area all of the time, something many of them said is something they would like

to have so that they know when the room is full or empty or someone does not seem to



know what to do. A window or peep hole could be put in the door f rom the waiting area

into the working area. Alternatively, an intercom system could be installed so that

people at the door can identify themselves to the employee answering the door. Panic

buttons could be installed at each of the four cubicles to deal with a situation in which

an employee is being threatened. This would likely be a far more effective way to

summon help than having someone in another room see something on a monitor, then

have to pick up a phone and make a phone call to summon help.

I am not convinced that surveillance cameras, whether or not they record, are

“necessary” to provide protection to either the staff or the public. None of the staff,

including the Supervisor who had been there the longest, could recall any incident in

which the cameras were able to reduce the ire of an upset customer or bring an unruly

client to justice. There is absolutely no evidence at all that the cameras, whether or not

they record, add to the safety of the public or of the employees. 

Although this complaint was from a member of the public, I have to comment, as well,

on the way in which these cameras have been used to monitor and discipline staff.  All

of the staff were aware of the cameras, not because management pointed them out

and explained their purpose, but because other staf f “warned” them about their

existence. All of the staff had experienced incidents in which they were chastised for

something they had done or were doing at their desks - things that could only have

been “seen” through the camera images.  This was not an occasional event.  The more

of the staff I spoke to, the more incidents came to light. It is fairly clear that the

Manager, before she left to take another job, spent a lot of  her time monitoring the staff

and using the cameras to spy on the public in the waiting area. Even if the “collection”

of personal information in the form of video images could be said to be acceptable

under the Access to Information and Protection of Privacy Act, the use that can be

made of such information, once collected, is also limited.  The primary limitation is that

information may be used only for the purpose it is collected.  If the safety of employees

and the public is the reason for the collection, the information should not be used for

secondary purposes, including the monitoring of staff performance or random spying on

customers. 



All of this is to say that the use of cameras in the Driver and Vehicle Licensing Office do

not appear to be in compliance with the Access to Information and Protection of Privacy

Act.

CONCLUSIONS AND RECOMMENDATIONS

I am not convinced, with the information I have received, that the use of video

surveillance in the Driver and Vehicle Licensing Office is “necessary” to the operations

of that office. The stated purpose for the cameras is staff safety. While this may have

been more of an issue in the old facility, the addition of plexiglass partitions between

the staff and the public has addressed that issue far more effectively than cameras

could possibly do. There no longer appears to be any real chance that the public poses

any significant risk to the staff. I therefore make the following recommendations:

a) that the video cameras located in the employee areas be removed

immediately;

b) that the solid cubicle partitions be replaced with glass partitions which will

allow the front line staff to see into the waiting area;

c) that the door from the waiting area into the employee area be changed or

equipped with a window so that staff can see who is at the door. 

Alternatively, that the door be fitted with a peep hole or an intercom

system which would allow those seeking entry to identify themselves;

d) that once these changes are made, that the cameras in the waiting area

be removed;

e) that so long as the cameras remain in place, prominent signage be put up

advising the public that there are cameras on site;



d) that should the Department choose not to follow the above

recommendations, a formal privacy impact assessment be done by

someone with significant experience and background in conducting such

assessments, with a view to ensuring that the least privacy invasive

approaches are used to address the safety issues identified;

e) that, should the Department choose not to remove the cameras, policies

be put in place with respect to the use of the images collected, ensuring

that secondary uses are prohibited and that appropriate discipline is

outlined for any person who mis-uses the information collected, up to and

including dismissal.

f) that the department report to my office every three months advising of

progress made in the implementation of these recommendations;

Elaine Keenan Bengts
Information and Privacy Commissioner


